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I - INTRODUCTION

The present era has confronted legal scholarship with concerns which, in addition to
interesting implications in other areas, now have a vast scope of application driven by the growing
sophistication of contractual relationships and the emergence of various technologies and digital

platforms. The transition to an information society and the rapid digitisation of corporate

nU LGAR DIGITAL, setembro de 2026 | 1



Disclaimers and limitation of liability in digital contracts
Fernanda Almeida

infrastructure have altered the traditional premises upon which classical contract law was
structured. Whilst legal transactions, guided by the meeting of human wills, were regulated
almost exhaustively by complex sets of rules more or less crystallised around the law of obligations
and other branches of legal doctrine, the pressing question now is whether the regulation of the
risk of contractual breach is an exclusive consequence of the interplay of private autonomy,
understood as an unquestionable dimension of contractual freedom, or also the result of the
contribution of legal doctrine and case law in the ceaseless search for solutions of commutative
justice, in an era dominated by global value chains, by the complexity of contractual obligations
and by the means of fulfilling or terminating them. In this new, dematerialised era, clauses
excluding or limiting civil liability under contracts have ceased to be mere contractual appendages
and have become the very core of the financial and risk engineering practised by companies
operating in the digital sphere. Their meticulous drafting aims to mitigate the economic exposure
of service providers, often at the expense of undermining the most basic safeguards for aggrieved
creditors, creating a profound tension between freedom of contract and the principle of reciprocal
justice.

This study therefore proposes an investigation into the validity and effectiveness of clauses
restricting and limiting civil liability, focusing on the dialectical tension between the principle of
private autonomy and the legislative and judicial control mechanisms designed to preserve
contractual justice within these new ecosystems. This is an issue with a strong transnational
dimension, given that cloud services are generally provided by global operators based outside the
national territory, who apply standardised templates of Anglo-Saxon (Common Law) origin to
contracts executed in Civil Law jurisdictions, such as Portugal. It is therefore essential to examine
how Portuguese civil law, grounded in the rigidity of Article 809 of the Civil Code and the
mandatory protection afforded by the Regime for General Contractual Clauses (RCCG), can
accommodate and address these practices without compromising the competitiveness of
domestic companies or neglecting the protection of creditors’ rights.

The analysis extends to European Union law. Regulation (EU) 2023/2854, generally
applicable since 12 September 2025, introduced specific scrutiny of certain clauses relating to the
access to and use of data imposed unilaterally in business-to-business (B2B) relationships. This
regime does not establish general control over all B2B contracts, but it strengthens the protection
of the company that has been unable to influence the content of the clause. A comparative analysis
of the validity and effectiveness of these provisions is proposed, at the intersection of two

fundamental principles: private autonomy and the protection of credit rights, particularly with
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regard to the regime governing modern cloud computing and Software as a Service contracts.
Building on a methodological foundation centred on the function of law and drawing on the
necessary dogmatic and case-law support, the analysis focuses on the civil law system, with
particular emphasis on the Portuguese legal order and European Union directives, contrasting it
with the common law paradigm.

The text analyses the fundamental differences between commercial transactions between
businesses and consumer relations, focusing on the application of principles such as good faith
and contractual balance. It seeks to determine the legal limits for the prior waiver of credit rights,
establishing clear boundaries for what may be negotiated. Through this analysis, the aim is to
propose methods—intended to be balanced—for the allocation of default risk in the scenario
under consideration, offering a structured perspective on the management of liabilities in
contemporary contracts.

The choice of topic is therefore justified: it stems from the current need to redefine private
autonomy in the face of the growing complexity of commercial and digital networks, given the
role played here by limitation and exclusion of liability clauses as instruments for managing
companies’ financial risks, and given the requirement to adopt and apply national and European
legislation, particularly in the area of consumer protection, with a view to achieving the fairest
balance between the contracting parties. The ultimate aim will be to draw upon well-established
concepts, combining them with those offered by the most recent legal scholarship and case law,
in order to modernise the interpretation of civil law frameworks in light of the new reality at hand.
Key bibliography for Chapter I
PINTO MONTEIRO, Anténio, Cldusulas Limitativas e de Exclusdo de Responsabilidade Civil,
Almedina, Coimbra, 2011 (reprinted 2020), p. 15.

MOTA PINTO, Paulo, 'Cldausulas limitativas e de exclusdo de responsabilidade por condutas nédo
dolosas do devedor’, in Estudos em Homenagem ao Prof. Doutor Anténio Pinto Monteiro, Vol. I,

Almedina, Coimbra, 2023, p. 345.

II - PRIVATE AUTONOMY AND BREACH OF CONTRACT

1. Constitutional foundations and the evolution of the contractual

framework

Private autonomy (Article 405 of the Civil Code) finds constitutional recognition in Article

HU LGAR DIGITAL, setembro de 2026 | 3



Disclaimers and limitation of liability in digital contracts
Fernanda Almeida

26 of the Constitution of the Portuguese Republic (CRP), a provision which establishes the
freedom of individual self-determination as a fundamental right, inseparable from the free
development of the human personality. At European level, the Charter of Fundamental Rights of
the European Union (Article 16) likewise protects the freedom to conduct a business and freedom
of contract as pillars of the socially regulated market economy. Private autonomy, as the
cornerstone of civil and commercial law, grants the parties the freedom to determine the
allocation of contractual risks and to define the precise scope of their liability in the event of
breach, as is frequently acknowledged, although it is understood, in line with Carneiro da Frada,
that ‘private autonomy extends beyond the scope of the transaction, even though the latter
constitutes its foremost manifestation’. This capacity for self-regulation of one’s own interests
presupposes that the parties are on a footing of formal and substantive equality, capable of
creating, through agreement, a balanced synallagma.

The evolution of contract law, from the 19th century to the present day, has, however,
shown that such autonomy is not an unrestricted principle and that the practical needs of life
today are not the same as they were in the bygone eras of commercial development and the rise
of business practices. The dogma of ‘qui dit contractuel, dit juste’, inherited from nineteenth-
century voluntarism, collapsed in the face of the emergence of standard-form contracts, mass
contracting and the proliferation of technical monopolies. Thus, as the world is also a construct
of historical humanity and as legal norms are merely proposed solutions—and therefore
necessarily flexible—the role of the judge is, at every moment, to define the limits within which
contractual freedom operates, subject to constraints of public policy, good faith, public morality
and the protection of data and fundamental rights in private relations, whilst recognising that all
law is, ultimately, a matter of prudence. The assumption of risk arising from the consequences of
a breach of contract, specifically through liability limitation clauses, constitutes a legitimate
expression of private autonomy in contexts of equal negotiation. However, the legitimate
allocation of risk arising from non-performance presupposes a symmetrical or horizontal
negotiation and cannot be dissociated from the idea that the final outcome will not call into
question mandatory principles of the law of obligations.

In this regard, the limitation of the contracting debtor’s liability may be subject to
conditions, either at the time the contract is concluded or before the unlawfulness resulting from
the breach in general has been established (whether due to definitive non-performance, defective
performance or mere delay), by agreements that modify the debtor’s liability to a specific degree

of fault (namely by limiting the exclusion to slight fault and precluding it in cases of wilful
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misconduct and extremely serious fault) or by limiting compensation to a specific ceiling or
maximum cap. Such clauses serve a preventive purpose and serve to limit financial risk, but their
strict scrutiny becomes imperative when the ceiling set is so insignificant that it amounts, in
practice, to a total exemption from liability, thereby infringing the constitutional right to effective

judicial protection and to compensation for damages caused.

2. Fundamental rights relating to the use of information technology and the

protection of personal data

In this area of digital liability, Article 35 of the Constitution of the Portuguese Republic is
paramount; this provision is regarded as one of the most progressive in contemporary
constitutionalism.

According to VENANCIO, Pedro Dias, the evolution of this article reflects Portugal’s
technological pioneering spirit, as it was the first European Constitution to incorporate a specific
provision for data protection in the context of computerised processing. Its main development
can be divided into key stages: the original text (1976), which contained only three paragraphs
guaranteeing the right to access, rectify and update records (then referred to as
‘mechanographical media’), which prohibited the processing of data relating to political or
religious convictions or private life, and prevented the creation of a single national identification
number, in order to safeguard citizens’ privacy against possible centralising tendencies of the
State.

The First Constitutional Revision (1982) updated the technical terminology to
‘computerised records’ and introduced a ban on third-party access to personal data and on the
interconnection of computerised files, leaving the definition of the concept of ‘personal data’ to
be determined by statute, which led to a famous ruling by the Constitutional Court in 1989
declaring the provision unconstitutional by omission, due to the failure of the ordinary legislature
to enact timely regulations.

Subsequently, the 2nd Revision (1989) introduced specific limitations on citizens’ right of
access in cases involving state secrets or judicial secrecy and began to expressly provide for the
legal regulation of cross-border data flows, preparing the legal system for the international
dimension of information transfer. The 4th Amendment (1997 - the text currently in force)
established that the protection of personal data must be guaranteed by an independent
administrative body — a role fulfilled in Portugal by the National Data Protection Commission

(CNPD) —, extended protection to manual or non-computerised files, and guaranteed citizens’
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free access to public computer networks, enshrining informational self-determination as an
autonomous fundamental right.

Insofar as is relevant here, citizens enjoy a set of fundamental rights, classified as rights,
freedoms and guarantees, which are directly applicable and binding on public and private bodies,
such as the right of access to information, the right to access computerised data concerning them
and to know the purpose for which such data is intended. They also have the right to rectification
and updating, that is, the right to demand that inaccurate data be corrected or supplemented.
This also includes the right to object, which allows citizens to object to the processing of data
under certain conditions, with a view to restricting abusive use. We must not forget the
prohibition on automated decision-making, that is, the right not to be subject to decisions taken
solely on the basis of computerised processing that assesss aspects of one’s personality (such as
creditworthiness or professional ability). Finally, there is a prohibition on a unique national
identifier to prevent the State from concentrating all information relating to a citizen in a
centralised database. So-called ‘sensitive data’ or ‘highly personal data’ enjoys enhanced
protection. Under Article 35(3), the computerised processing of data relating to philosophical or
political convictions, party or trade union membership, religious beliefs, private life and ethnic
origin is prohibited. Ordinary law extends this prohibition to data concerning health, sexual life
and genetic data. Furthermore, the processing of such data is permitted only with the data
subject’s express consent, by authorisation provided for by law with guarantees against
discrimination, and for the processing of non-identifiable statistical data. It is the responsibility
of the CNPD to monitor and supervise such processing, issuing authorisations in the cases

provided for by law and ensuring respect for human rights.

3. The economic rationale underlying the contractual allocation of risks

The limitation of contractual civil liability forms part of a framework for establishing
market values and the optimal allocation of risks: when the debtor assumes unlimited liability,
the price of the service reflects the full risk of failure, increasing it substantially in order to cover
potential catastrophic compensation claims; when this risk is limited by means of compensation
caps, the price of the service is reduced in the same proportion. This direct correspondence
between the risk assumed and the price set constitutes an essential element of commutative
justice in the allocation of the risk of contractual breach, enabling the development of efficient
markets and widespread access to technological goods and services at affordable prices. In

complex B2B (Business-to-Business) contracts (namely, in construction contracts, long-term
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supply contracts or contracts for the provision of technological services, such as those under
consideration here), limitations of liability fulfil legitimate functions, as they enable sophisticated
entities to manage their financial exposure to the risks inherent in large-scale operations, reducing
transaction costs by spreading liability through civil liability insurance or guarantee funds, or by
negotiating limits on civil liability for breach of contract in advance.

As PINTO MONTEIRO points out, civil liability ultimately translates into a duty to
compensate the injured party and, thus, in most cases, into an obligation on the part of the party
at fault to pay the injured party a sum of money sufficient to compensate them for the loss
suffered. For this reason, the essentially reparatory function inherent in the concept of civil
liability has been emphasised, relegating its punitive or sanctioning effect to a merely residual or
ancillary role, while not entirely excluding this function from the concept. However, the author
emphasises that this consideration, while important in itself, should not be viewed as an
insurmountable obstacle to the exercise of private autonomy in this field. Given the existence of
regimes of subjective liability based on abstract standards of care (the ‘bonus pater familias’) and
the very mechanism of civil liability insurance — which transfers the burden of compensation to
a third-party insurer —, it follows that freedom of contract must have a wide scope of application,
allowing the contracting parties to tailor the consequences of breach to the specific characteristics
of their sector of activity.

Paulo MOTA PINTO also explains that, from a teleological perspective, clauses exempting
or limiting liability should be permitted in light of current economic needs. According to the
author, these provisions are essential risk management tools, enabling companies to forecast costs
and reduce final prices for consumers through the efficient allocation of resources. He therefore
argues that such agreements facilitate access to civil liability insurance and protect even small
contractors in projects with a high potential for harm, rejecting the idea that these limitations
undermine the legal meaning of obligations and emphasising the primacy of private autonomy in
the structuring of commercial relationships. Consequently, he maintains that civil law should
permit free contractual arrangement, except in flagrant cases of breach of public policy or
mandatory consumer protection, criticising excessively restrictive legal interpretations that place
national companies at a competitive disadvantage on the international stage vis-a-vis foreign
operators working under more flexible systems.

For this legal scholar, liability limitation or exemption clauses are therefore presented as
a fundamental legal condition for economic development in modern industrial societies,

highlighting risk management and rationalisation as the main functions of this type of agreement,
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as they allow the debtor and the creditor to allocate the risks of non-performance in a predictable
manner, and economic efficiency, since it is more efficient for the risk to be borne by the ‘cheapest
cost avoider’ (the party that can prevent the damage or take out insurance at a lower cost). He
further notes that such clauses often shift the burden of insurance to the creditor (who has a
better understanding of the true value of their data and infrastructure), resulting in a direct
reduction in the contract price. Thus, it challenges the classic arguments used to impose an
absolute ban on such clauses, arguing that there is no loss of the ‘legal meaning of the obligation’,
as other means of redress against breach remain, such as the right to rescission, specific
performance or the defence of non-performance. However, economic logic encounters
insurmountable axiological limits when the limitation is so extreme that it becomes a perverse
incentive for negligence or carelessness on the part of the debtor, creating a free pass for the
systematic breach of primary obligations.

Relevant bibliography for Chapter 11

CARNEIRO DA FRADA, Manuel Anténio, Teoria da Confianga e Responsabilidade Civil, Almedina,
Coimbra, 2004, p. 89.

VENANCIO, Pedro Dias, A previsdo constitucional da utilizagdo da informdtica, Revista de Estudos
Politécnicos / Polytechnical Studies Review, Vol. V, No. 8, 2007, pp. 243-264.

PINTO MONTEIRO, Anténio, ‘As cldusulas limitativas e de exclusdo de responsabilidade sob o olhar
da jurisprudéncia portuguesa recente’, Revista de Legislagcdo e Jurisprudéncia, Vol. 138, No. 3954,

2009, p. 201.

III - CLOUD COMPUTING AND SOFTWARE AS A SERVICE (SaaS)
CONTRACTS

The development of information and communication technologies has led to a profound
shift in traditional business models within the software and data processing sector. The purchase
of licences for computer programmes installed locally on customers’ equipment (on-premises)
has been rapidly replaced by the procurement of services providing remote access to shared third-
party infrastructure. Cloud computing and the Software as a Service (SaaS) model represent the
complete dematerialisation of users’ IT infrastructure. Under this new paradigm, data and
applications no longer reside in the client’s physical environment but are instead processed,
transferred and stored on remote servers managed by the service provider, accessed via public
telecommunications networks (the Internet).

Cloud computing contracts are legally classified as contracts for the provision of IT
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services, falling within the scope of Article 1154 of the Civil Code, and are of an atypical or mixed
nature due to the combination of elements of lease (of storage space), deposit (of data) and
mandate (for the execution of certain computational routines). In Portugal, these transactions are
governed by the general principle of freedom of contract (Article 405 of the Civil Code), and the
common rules of civil and commercial contracts apply to them by analogy, with the necessary
adaptations. Cloud services are usually offered under general contractual terms pre-drafted by the
providers, under a ‘take-it-or-leave-it' model, which means that the terms are drawn up
unilaterally in a rigid manner, leaving no scope for prior individual negotiation by the
overwhelming majority of professional users or consumers.

The adoption of this model creates a profound asymmetry of technical control between
the provider and the customer. The service provider assumes exclusive control over the physical
infrastructure, the source code, maintenance routines and the implementation of cybersecurity
protocols, while the customer relinquishes any direct control over the IT environment in which
their vital databases reside. The business user is thus placed in a position of absolute technical
and operational dependence on the technology provider. The level of performance and service
quality is governed by so-called Service Level Agreements (SLAs), which define the minimum
availability parameters (uptime, generally set at percentages exceeding 99 per cent), technical
support and the financial compensation schemes (service credits) due in the event of downtime.

However, the digital environment entails extremely serious systemic risks that go beyond
the mere temporary loss of access to the platform. Unjustified downtime causes immediate and
prolonged disruption to the client’s commercial activities, with the consequent occurrence of
severe financial losses, such as actual damages and significant loss of profits. Even more serious is
the risk of cyber-security incidents resulting in the irretrievable loss of billing data, trade secrets
or the personal data of millions of individuals. Cloud computing, therefore, is not merely a
technical evolution, but rather a restructuring of the way in which economic value is generated
and protected. The business models of cloud service providers (CSPs) are based on a low-cost,
economies-of-scale approach which, from their perspective, requires a drastic limitation of their
financial exposure in the event of a systemic failure. It is against this backdrop of asymmetry that
limitation and exclusion of liability clauses play a pivotal role, acting as the true protective shield
for the providers’ business model and compelling civil law to examine the ethical and legal limits
of this disproportionate distribution of risks.

Beyond the mere definition of physical availability levels (uptime), the parties’ freedom to

negotiate the terms of SLAs and cloud contracts has been significantly restricted by the
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operational requirements of Chapter VI of the Data Act. As highlighted in Turing Law’s analysis,
the regulation mandates the inclusion of exit facilitation clauses in the written contract (Article
25), establishing strict parameters that limit private autonomy: (i) the establishment of a
maximum notice period of two months for termination in favour of the customer; (ii) the
guarantee of a transition period of, in principle, no more than 30 days, during which the supplier
must ensure the continuity of the service and allow a minimum period of 30 days for the customer
to retrieve and export all data; and (iii) the detailed contractual specification of all exportable data
and a guarantee of its subsequent secure deletion by the supplier, without prejudice to the
protection of trade secrets.

In the specific field of Software as a Service (SaaS), the supplier is also technically obliged
to make open interfaces available entirely free of charge to all customers and recipient service
providers to ensure effective data portability. Failure to comply with these minimum operational
transition obligations constitutes strong evidence of gross negligence in the performance of the
contract (Article 13(4)(a)), which renders absolutely null and void any ancillary clause seeking to
limit the provider’s civil liability for damages suffered by the creditor in the course of system
migration.

Relevant bibliography for Chapter 111
DIAS PEREIRA, Alexandre Libdrio, ‘Cloud Computing: Aspetos Juridicos da Computagdo em
Nuvem’, Estudos de Direito do Consumo, Vol. III, Almedina, Coimbra, 2023, p. 77.

TURING LAW - “EU Data Act: what are the implications for cloud contracts?”, November 2025.

IV - LIMITATION AND EXCLUSION OF LIABILITY CLAUSES

1. Types of restrictive and limiting clauses

Clauses excluding or limiting civil liability constitute incidental or ancillary elements of
legal transactions, which the parties add to shape the contractual framework in accordance with
their specific interests, without being indispensable to fulfilling the legal form of the transaction
entered into (such as a sale, a lease or the provision of services). However, to explore the legal
framework of this subject in greater depth, it is essential to rigorously distinguish between the
different types that coexist within this category of liability exclusion agreements: clauses
providing for total exclusion of liability, clauses setting quantitative limits or compensation caps
(Caps), and penalty clauses stipulating a predetermined amount of damages.

Total liability exclusion clauses are provisions through which the debtor seeks to entirely
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eliminate the duty to pay compensation in the event of a breach of contract. These provisions are
universally viewed with suspicion and are declared absolutely null and void under Article 809 of
the Civil Code. On the other hand, quantitative limitation clauses (often referred to as ‘Liability
Caps’ in Anglo-Saxon commercial practice) do not seek to remove the duty to pay compensation,
but rather to establish a maximum limit on the monetary amount payable by the debtor in the
event of breach. The legal validity of these clauses remains one of the most hotly debated topics
in the doctrine of obligations, particularly when the compensation cap is set at a sum that is
manifestly derisory or symbolic in relation to the damage caused or the value of the contract,
amounting to a disguised exclusion. Equally relevant are clauses that alter the available
contractual remedies, excluding compensation for certain categories of damage (such as loss of
profits, indirect losses or non-pecuniary damage), limiting the statutory time limits for claims
(lapse and limitation periods, noting that Article 300 of the Civil Code prohibits agreements that
alter limitation periods), or excluding the rights to raise a defence of non-performance and the
right of retention.

2. Article 809 of the Civil Code

Article 809 of the Portuguese Civil Code constitutes the general provision governing
clauses of advance waiver of rights arising from contractual liability, establishing that ‘a clause by
which the creditor waives in advance any of the rights conferred upon them in the preceding
sections shall be null and void’. This is a provision of a mandatory nature or one of public policy
designed to protect rights, the ultimate purpose of which is to preserve the right to a claim as an
intrinsic structural element of the contractual relationship. Without the penalty of nullity laid
down in this article, the debtor could, at their sole discretion, circumvent the penalty for default,
thereby distorting the legal obligation and reducing it to a mere natural obligation devoid of
practical enforceability.

The origins of this provision date back to the in-depth preparatory studies carried out by
Professor Adriano Vaz Serra in the 1950s. Published in the Boletim do Ministério da Justi¢a, Vaz
Serra contrasted systems that permitted the free contractual aggravation or reduction of liability,
warning that the total and unrestricted exclusion of civil liability for acts resulting from
intentional conduct (dolo) or gross negligence (culpa grave) would represent an intolerable
violation of the pillars of public policy and objective good faith. The author argued that allowing
the debtor to exonerate themselves from intent would amount to enshrining a purely
discretionary clause, leaving the creditor’s protection at the mercy of the debtor’s sole discretion.

However, the subsequent debate in Portuguese civil law scholarship was divided regarding the

HU LGAR DIGITAL, setembro de 2026 | 1



Disclaimers and limitation of liability in digital contracts
Fernanda Almeida

scope of the prohibition in Article 809 in relation to mere negligence or slight fault.

On the one hand, highly respected authors such as ANTUNES VARELA and PIRES DE
LIMA advocate a literal and strict interpretation of the law, arguing that Article 809 absolutely
prohibits all liability exclusion clauses, whether they are based on wilful misconduct, gross
negligence or simple negligence. For these authors, the law makes no distinction between degrees
of fault; therefore, allowing exclusion on the grounds of slight negligence would distort the legal
meaning of the obligation and encourage the debtor’s negligence or carelessness in fulfilling their
contractual duties. Conversely, ANTONIO PINTO MONTEIRO adopted a fundamental
teleological and restrictive interpretation of Article 809 of the Civil Code, arguing that nullity
should apply only to clauses that exempt the debtor in cases of wilful misconduct or gross
negligence, while the validity in principle of clauses excluding liability or setting compensation
caps in cases of mere fault or simple negligence should be recognised.

This position is now established as the prevailing doctrine and settled case law in the
Supreme Court of Justice, safeguarding private autonomy in the allocation of operational risks in
modern commercial transactions.

For his part, Anténio Menezes CORDEIRO proposes a dualistic approach to civil liability,
structurally separating contractual (obligational) liability from non-contractual (Aquilian)
liability. The author emphasises that the presumption of fault established in Article 799(1) of the
Civil Code constitutes a robust mechanism for the protection of the creditor, covering not only
the subjective culpability of the debtor’s conduct, but also the presumption of unlawfulness and
the very causality of the breach.

Consequently, in the event of a breach of a contractual IT obligation — such as an
unjustified service interruption (downtime) — the burden of proofis reversed by law, and it falls
to the service provider to demonstrate conclusively that the harmful event resulted from an
absolute supervening impossibility for which it is not responsible. The author warns that clauses
setting derisory compensation limits in standard form contracts for global technology services
violate the principle of full compensation (restitutio in integrum) and must be subject to rigorous
judicial scrutiny.

3. The symmetry between Articles 809 and 812

The central and most innovative thesis of this article lies in the doctrinal construction of
a judicial symmetry between the mechanism for controlling excessive contractual penalties
(Article 812 of the Civil Code) and the mechanism for protecting the minimum level of

compensation against derisory limitations (Article 809 of the Civil Code). The legal basis for this
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proposal rests on the overarching principles of commutative justice, good faith and synallagmatic
balance that underpin the entire civil law of obligations. If the legislature has expressly entrusted
the court with the power and duty to intervene in the contract to equitably reduce a penalty clause
that proves to be manifestly excessive and disproportionate (Article 812), thereby protecting the
debtor from unjustified financial ruin, the same principle of commutative justice and
synallagmatic balance symmetrically requires that the judge be able to scrutinise and set aside
clauses that set artificially derisory compensation caps, which deprive the creditor of their
essential right to a claim in the event of actual damage.

In accordance with the time-honoured maxim ‘ubi eadem ratio, ibi eadem iuris dispositio’,
the two situations share the same rational basis for controlling intolerable imbalances in the
contractual allocation of risks. A limiting clause that restricts monetary compensation to an
insignificant or symbolic amount (for example, the refund of one or two monthly instalments of
€500 in a scenario where the cloud service provider’s gross negligence caused hundreds of
thousands of euros in damages due to data loss and operational downtime) constitutes a disguised
exemption from liability or a circumvention of the law under Article 809. It is therefore proposed
that, in the face of a derisory limitation, the judge should have the authority to restore the
contractual balance, disregarding the unfair limitation cap and integrating the contract with the
general rules of civil liability in order to re-establish the compensatory function of damages.

4. General Contractual Clauses

The scrutiny of these provisions is significantly strengthened by the Law on General
Contractual Clauses (LCCG), adopted by Decree-Law No. 446/85 of 25 October. The LCCG
establishes a system of scrutiny structured around two distinct stages: scrutiny of inclusion (which
assesses the duties of express disclosure and timely provision of the clauses’ content to the
adhering party, so as to ensure their informed consent) and scrutiny of content (which examines
the substantial unfairness of clauses that cause a significant imbalance between the rights and
obligations of the contracting parties, in the light of objective good faith). Authors such as
ALMEIDA COSTA argue that the principle of the ‘unity of the system’ requires an integrated
interpretation of Article 809 of the Civil Code and the rules of the LCCG, while MENEZES
CORDEIRO maintains that the substantive rules of the LCCG transcend the narrow scope of
adhesion contracts to constitute a genuine ‘general doctrine’ of contracts applicable to the whole
of civil law.

The LCCG sets out a strict catalogue of prohibitions, distinguishing between clauses that

are absolutely prohibited (blacklist) and those that are relatively prohibited (grey list). Article 18
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of the Act declares general contractual clauses that seek to exclude or limit the proposer’s liability
for damages affecting the life or physical integrity of the adhering party to be absolutely void,
reflecting the inviolability of personality rights in the sphere of private law. The legislation applies
in full to consumer contracts (B2C) and, with the necessary adaptations and greater interpretative
flexibility, to commercial relationships between businesses (B2B). It is precisely within the context
of this asymmetry of market power in B2B relations that the UFEX judgment (T-60/05) plays a
pivotal analogous role in drawing a doctrinal parallel with today’s tech giants (the Cloud Service
Providers).

Just as the French public postal operator used its monopoly over physical infrastructure
to subsidise and impose its subsidiary Chronopost on the competitive market, so too do modern
cloud infrastructure providers (hyperscalers) exploit their dominance in adjacent markets (such
as operating systems, search engines or social media) to unilaterally impose onerous contractual
terms and derisory compensation caps on SMEs that lack any bargaining power. However, the
protection afforded by the LCCG is often set aside when global operators prove that there was
some form of negotiation or ad hoc adjustment to the standard terms, thereby placing the
ultimate responsibility for scrutinising unfair terms on general contract law (Article 809 of the
Civil Code).

5. The regime governing general contractual terms (RCCG) and the defence
of the fundamental obligation

The application of the RCCG in business-to-business (B2B) relationships within the
technology sector raises issues of considerable complexity and practical importance. Article 18 of
the RCCG declares absolutely void any general terms that exclude or limit the debtor’s civil
liability for definitive breach, delay or defective performance wherever there is wilful misconduct
or gross negligence. Applying this principle to the world of cloud computing, the legal assessment
of the provider’s degree of fault becomes the very crux of the dispute. If a Software as a Service
(SaaS) or Platform as a Service (PaaS) provider fails to apply critical security patches that are
already widely established and recommended by industry standards, thereby allowing a criminal
intrusion that results in the irreversible destruction of the client’s databases, such negligent
conduct goes beyond the threshold of mere slight negligence to constitute gross negligence,
thereby removing any cap or exclusion on damages pursuant to Article 18 of the RCCG and Article
809 of the Civil Code.

Judicial scrutiny is further tightened under Article 19(c) of the RCCG, a provision which
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establishes a relative prohibition on general terms and conditions that enshrine solutions
manifestly at odds with the nature of the contract, or that limit and restrict fundamental
obligations to such an extent that the scope and the economic and social purpose of the contract
are at risk of being completely undermined. This constitutes the legislative enshrinement of the
doctrine of the essential obligation. When a company procures a cloud computing service to
ensure the uninterrupted operation of its global e-commerce, the continuous provision of access
and the uncompromising integrity of its data constitute the true essential obligation of the
business.

A standard form clause that limits the provider’s total liability to a derisory sum or the
reimbursement of a token monthly fee in the face of catastrophic damage undermines the very
substance of the commitment undertaken and must be declared null and void or deemed
unwritten, in order to preserve the seriousness of the contractual relationship.

The scrutiny of data clauses in the light of Article 13 of the Data Act takes on a novel
dimension in mixed contracts — such as commercial loan agreements requiring the sharing of
billing data or industrial works contracts involving the collection of usage data. As clarified by the
European Commission’s official guidelines analysed in Timelex’s legal analysis, the applicability
of the unfairness test does not require the data to constitute the main subject matter of the
transaction. On the contrary, the fairness test focuses in a strictly precise and localised manner
(clause by clause) on the terms governing access, use, liability or remedies associated with the
data, while the remainder of the contract (prices, product warranties or technical specifications
of the machinery) remains unaffected and governed by ordinary law.

For this judicial review to apply, legal doctrine identifies four cumulative conditions: (i)
the clause must govern access to or use of data, or related liability or remedies; (ii) it must go
beyond merely reflecting mandatory EU law; (iii) it must have been unilaterally imposed; and (iv)
it must govern a business-to-business (B2B) relationship. In terms of timing, it is important to
note that this scrutiny applies not only to contracts entered into after 12 September 2025, but also
extends retroactively, from 12 September 2027, to all legacy contracts of ongoing performance that
are of indefinite duration or whose term expires at least ten years after 11 January 2024. This thus
opens a mandatory time window for the renegotiation and removal of unfair terms relating to civil
liability in long-term contracts within the European digital market.

Relevant bibliography for Chapter IV
PESSOA JORGE, Fernando, ‘A Limitag¢do Convencional da Responsabilidade Civil’, Boletim do
Ministério da Justi¢a, No. 281, December 1978, p. 5
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TRIBUNAL DE PRIMEIRA INSTANCIA DAS COMUNIDADES EUROPEIAS - Judgment of 12
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V - LEGISLATION APPLICABLE TO CLOUD COMPUTING

CONTRACTS

Despite the enormous economic and social significance of cloud computing in the
contemporary digital economy, the Portuguese legal system does not provide for a specific or
codified piece of legislation to regulate these contracts. This lack of sector-specific regulation
means that legal scholars and case law must resort to an approach of analogous integration,
applying various legal regimes and sources of law - both general and sector-specific -
concurrently. Firstly, cloud computing and Software as a Service (SaaS) contracts are subject to
the mandatory scrutiny of the Law on General Contractual Terms (Decree-Law No. 446/85), given
that they are almost invariably offered through pre-formulated terms and conditions, with no
possibility of individual negotiation for the overwhelming majority of users.

Secondly, where the service provided involves the provision, licensing or operation of
remotely hosted computer programmes, the special rules on the legal protection of computer
programmes, enshrined in Decree-Law No. 252/94 of 20 October (a piece of legislation which
transposed the relevant EU directives into Portuguese law, namely Directive 91/250/EEC, replaced
by Directive 2009/24/EC of the European Parliament and of the Council of 23 April 2009).

Although these cloud software licences enjoy intellectual property protection, the limitation of
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liability clauses contained therein must comply with the general principles of good faith and the
mandatory limits established by the Code on Copyright and Related Rights (approved by Decree-
Law No. 63/85), thereby guaranteeing the rights of the legitimate user, which cannot be waived
by contract.

In the field of mobility and information sharing, the right to data portability is of particular
importance; this is regulated at European level through data protection rules and interoperability
directives, although service level agreements (SLAs) are often lacking or insufficient in this regard.
Article 20 of the GDPR grants the data subject, under specific conditions, the right to the
portability of their personal data; meanwhile, switching between data processing service providers
and the operational portability of data and digital assets are regulated more broadly by Articles 23
et seq. of the Data Act. Furthermore, aspects relating to competition and technical
interoperability are indirectly covered by the Electronic Communications Act (Act No. 16/2022 of
16 August, which transposed the European Electronic Communications Code) and by European
regulations aimed at preventing vendor lock-in (vendor lock-in) and to promote an open and
competitive digital market, by imposing conditions on the conclusion of contracts and the validity
of unfair general terms that amount to lock-in.

Relevant bibliography for Chapter V

SILVA, Jodo Tiago, O Contrato de Cloud Computing, Almedina, Coimbra, 2014, p. 102. The author
provides a systematic overview of the legal sources applicable to cloud services in Portugal,
highlighting the essential intersection between copyright law, consumer law and the general regime

for the protection of personal data.
VI - NATIONAL CASE LAW

Case law from the higher Portuguese courts, notably the Supreme Court of Justice (STJ),
has revealed a cautious stance that is structurally protective of contractual balance when it comes
to the inclusion of clauses exempting or limiting civil liability in standard form contracts. The ST]
has consistently held that not only are clauses void which directly and formally exclude civil
liability for wilful misconduct or gross negligence, but also those whose indirect practical effect is
to substantially undermine the adhering party’s right to compensation by setting symbolic or
derisory damages, in accordance with the principles of good faith, commutative justice and abuse
of rights (Article 334 of the Civil Code).

A pioneering judgment of great doctrinal significance is the Supreme Court of Justice (STJ)

judgment of 19 March 2002. In this case, EPAC (the Public Grain Supply Company) brought
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proceedings against several banks in relation to the payment of forged payment orders, alleging a
breach of professional duties of banking diligence. The banks defended themselves by invoking a
clause in a protocol entered into between the parties, which stipulated that EPAC would be liable
for payments made to third parties acting in bad faith, ‘unless the payment order showed clear
signs of being fraudulent’. The Supreme Court of Justice (STJ) declared the clause valid on the
grounds that it complied with the limits set out in Article 809 of the Civil Code, since the
limitation only covered minor fault (simple negligence) on the part of the banks, while liability in
cases of gross negligence or serious fault remained unaffected.

However, the court examined the specific payment orders and concluded that, for some
of them, there were clear signs of irregularity (differences in colour, type of paper and print clarity)
which should have been detected by staff, constituting serious fault on the part of the banks. The
application of the exclusion clause for these specific payments was thus ruled out, resulting in the
banks being ordered to reimburse EPAC, thereby demonstrating the rigorous scrutiny applied by
case law to degrees of fault and the limits of liability exclusion clauses.

Another landmark ruling is the Supreme Court of Justice (ST]) judgment of 15 December
2011 (Case 209/06.3TVPRT.P1.51), which unequivocally confirmed that the assessment of the
unfairness of general contractual terms established in Decree-Law No. 446/85 also applies to
strictly commercial relationships between businesses (B2B), albeit with broader criteria for
flexibility and discretion than in consumer relationships (B2C). National case law thus
demonstrates that small and medium-sized enterprises (SMEs) enjoy legal protection against
onerous liability exclusion clauses imposed unilaterally by large service providers and technical
monopolies. Furthermore, in the Supreme Court of Justice (STJ) judgment of g July 2020 (Case
3015/06.1TBVNG.P1.S1), it was established that general terms which directly or indirectly limit
liability for non-contractual financial losses suffered by the contracting party or third parties are
strictly prohibited, distinguishing valid risk limitation clauses from those which, in an abusive
manner, seek to exclude the proposer’s substantive civil liability.

National case law has also incorporated the directives and case law of the Court of Justice
of the European Union into its reasoning. In the Supreme Court of Justice (STJ) judgement of 25
May 2023 (Case 2224/14.4TBSTS.P1.S1), the application of Directive 93/13/EEC to exclusion clauses
in standard-form insurance policies was discussed, emphasising that the consumer has the
inalienable right to be effectively and clearly informed of all the terms of the contract prior to its
conclusion, and that the national court must set aside any obscure or hidden terms. Finally, it

should be noted that, in purely commercial relationships between equal parties, case law
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recognises that proof of prior and effective negotiation of a pre-formulated clause may render the
protective regime of the LCCG inapplicable, as confirmed in the Judgment of the Coimbra Court
of Appeal of 13 November 2018 (Case 533/16.7T8FND.C1), thereby returning the provision to the
sphere of private autonomy.

Relevant bibliography for Chapter VI

SUPREMO TRIBUNAL DE JUSTICA - Acérddo de 19 de margo de 2002 (EPAC), disponivel em
www.dgsi.pt.

SUPREMO TRIBUNAL DE JUSTICA - Acérddo de 15 de dezembro de 2011 (Processo
209/06.3TVPRT.P1.51), disponivel em www.dgsi.pt.

SUPREMO TRIBUNAL DE JUSTICA - Acérdio de 9 de julho de 2020 (Processo
3015/06.1TBVNG.P1.51).

SUPREMO TRIBUNAL DE JUSTICA - Acérddo de 25 de maio de 2023, Processo
2224/14.4TBSTS.P1.51.

TRIBUNAL DA RELACAO DE COIMBRA - Acérddo de 13 de novembro de 2018, Processo
533/16.7T8FND.C1.

SUPREMO TRIBUNAL DE JUSTICA - Acdérddo de 20 de novembro de 2012, Processo
176/06.3TBMT].L1.S2.

VII - COMPARATIVE LAW

European Union Law

The study of European Union law is of the utmost importance, given that the EU has
established a high level of legal harmonisation, with a strong focus on consumer relations (B2C)
and, increasingly, on interactions within the digital single market between businesses (B2B). The
European regulatory model departs from the Anglo-Saxon voluntarist paradigm by being
anchored in codified directives based on good faith and the restoration of the substantive balance
of contracts. The cornerstone of this protective framework is Council Directive 93/13/EEC of 5
April 1993 on unfair terms in consumer contracts.

The Directive establishes that a term which has not been individually negotiated is unfair
if, contrary to the requirements of good faith, it causes a significant imbalance in the rights and
obligations of the parties to the detriment of the consumer, and sets out an annex containing an
indicative list of unfair terms. Of particular note is point (b) of this list, which prohibits terms that

seek to exclude or unduly restrict the consumer’s legal rights in the event of total or partial non-
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performance by the trader. At European level, the exclusion of liability for damage to physical
integrity or life is considered absolutely and unconditionally void under the legislation of all
Member States. The introduction of Directives (EU) 2019/770 (on the supply of digital content
and services) and (EU) 2019/771 (on the sale of goods) has reinforced this imperative trend,
establishing the nullity of any clauses that limit the supplier’s legal liability for hidden or

previously unreported lack of conformity.

1.1. Key Case Law of the CJEU

The judgments handed down by the Court of Justice of the European Union play a
significant role in the standardisation and effective application of European contract law, basing
their reasoning on the protection of subjective vulnerability. Among the most influential decisions
in shaping contract law are: the Aziz Judgment (Case C-415/11, 2013), in which the CJEU ruled that
a significant imbalance arises when a standard term deprives the adhering party of the rights they
would have had in the absence of such a provision, which serves as a doctrinal basis for classifying
trivial limitations as genuine circumvention of the law; the Kasler Judgment (Case C-26/13, 2014),
which allowed the national court to replace a void and abusive clause with a supplementary
provision under domestic law to avoid the total annulment of the contract, upholding the
principle of symmetrical contractual obligations; the Banco Primus judgment (Case C-421/14,
2017), which reinforced the national court’s power and duty to assess, of its own motion, whether
terms are unfair; and the Pannon judgment (Case C-243/08, 2009), which grounded contractual
protection in the economic and informational inferiority of the adhering party, thereby allowing
the rationale behind such protection to be extended to B2B relationships characterised by extreme
technical vulnerability.

In the analysis of European e-commerce case-law, the Judgment in Case C-191/15 (Verein
fiir Konsumenteninformation v Amazon EU Sarl, 28 July 2016) is of paramount importance. In this
case, the CJEU examined the validity of a governing law clause included in the general terms and
conditions of an e-commerce operator established in one Member State (Luxembourg) which
entered into contracts with consumers resident in other Member States (such as Austria).

The Court ruled that the inclusion of such a clause in an electronic standard form contract
is deemed unfair under Article 3(1) of Directive 93/13/EEC where it misleads the consumer by
giving them the false impression that only the law of the Member State in which the trader is
established applies, without informing them that they also benefit from the mandatory and

protective provisions of the law of their own country of residence. The judgment is also of extreme
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relevance to the determination of the law applicable to the processing of personal data under
Directive 95/46/EC (the predecessor to the GDPR) and to the interplay between the Rome I and

Rome II Regulations in the context of collective injunctive actions against unfair terms.

1.1.1. Abuse of a Dominant Position, Unilateral Imposition of Terms and the
Doctrine of Persistent Effects (The UFEX Case)

While the protection of the adhering contracting party against clauses limiting or
excluding civil liability finds strong support in the doctrine of consumer law (Bz2C), the
intersection with competition law and the abuse of a dominant position (Article 102 TFEU) is
equally imperative for regulating asymmetries in the business market (B2B). In this regard, the
landmark judgment of the Court of First Instance of the European Communities (Second
Chamber) of 12 September 2007, in the case of Union francaise de I'express (UFEX) and Others v.
Commission (Case T-60/05), offers a valuable doctrinal contribution to the present research by
consolidating the so-called theory of the lasting effects of anti-competitive practices.

In the UFEX case, the legality of the European Commission’s decision to reject a complaint
against the French public postal operator (La Poste) for abuse of a dominant position was at issue.
The abuse consisted of allowing its express mail subsidiary (SFMI-Chronopost) to make exclusive
use of the public infrastructure and distribution network under abnormally favourable logistical
and tariff conditions (in the form of cross-subsidies), thereby seriously distorting competition in
the related competitive market.

The Commission had rejected the complaint on the grounds that the abusive practices
had ceased in the past and that there was no ‘Community interest’ in pursuing the investigation.
However, the Court of First Instance annulled that decision, establishing a principle of extreme
relevance for modern digital contracts: the formal cessation of an unfair or abusive practice does
not relieve the authorities or the courts of the duty to assess its impact.

As stipulated by the Court, verifying the persistence of anti-competitive effects in the
market — and, where appropriate, assessing the severity and duration of past practices — is an
imperative duty, since the imbalance caused by the abuse may persist over time even after the
active conduct has ceased.

In addition to its undeniable relevance to competition law and the doctrinal contextualisation of
vendor lock-in, the UFEX judgment (T-60/05) of the Court of First Instance of the European
Communities sheds great light on the active and ex officio role of the national court in scrutinising

the balance of contractual obligations. In the UFEX case, the Court strongly criticised the
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European Commission’s restrictive interpretation of the definition of public (or Community)
interest when investigating complaints of abuse of a dominant position.

The Commission had argued that, once the abusive practices in the market had formally
ceased, it was not obliged to assess either the gravity or the duration of the alleged past
infringement in order to justify dismissing the case. The Court set aside this decision, ruling that
the formal cessation of the abusive conduct is not sufficient to remove the duty to investigate, and
that the authority remains obliged to rigorously analyse the gravity and duration of the past abuse
whenever it is found that anti-competitive effects persist in the market.

This administrative and competition law doctrine reinforces the national court’s power
and duty to exercise discretionary review (as enshrined in classic European consumer case-law,
such as the Banco Primus case). When faced with liability exclusion clauses or clauses setting
derisory compensation caps imposed unilaterally by cloud computing providers (hyperscalers),
the national court cannot adopt a stance of passive neutrality on the pretext that the clauses have
already been amended or that the contract has already terminated.

The severity of the unfair imposition of risk and the duration of the imbalance in the
contractual relationship give rise to structural harm and lock-in effects that persist for the
contracting party long after the formal cessation of the practice. Therefore, in the light of the
UFEX case law, the judicial review of the validity of the disclaimer clause and the restoration of
balance through the general law of obligations constitute imperative duties of substantive justice
which the court must fulfil in order to remedy the lingering effects of the abuse of market power.

This line of case law is fully applicable to the analysis of vendor lock-in and onerous
restrictive clauses in cloud computing and SaaS contracts. Large cloud infrastructure providers
(hyperscalers) frequently use their technical monopoly to impose standardised Terms of Service
containing clauses that exclude their civil liability for data loss or that set merely symbolic limits
on compensation.

Even if a cloud operator decides, at some point, to remove an unfair clause or amend its
terms to formally comply with the requirements of the Data Act, the reality is that the anti-
competitive effects of the unilateral imposition of risk persist in the market. The resulting
technical vulnerability, the previous loss of critical data for which no compensation was paid, and
the monopolistic control over databases continue to exert a structural lock-in effect on SMEs.
Therefore, in light of the UFEX case law, the severity and duration of the contractual abuse
unilaterally imposed in the cloud must be actively scrutinised by the national court, insofar as the

civil ineffectiveness of the restrictive clause and the restoration of the synallagmatic balance are
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the only effective means of countering the persistence of the harmful effects of market power
asymmetry.

1.2. The European Court of Human Rights

The case law of the European Court of Human Rights (ECHR) offers interesting insights
into the admissibility of absolute limitations on liability. In the case of Osman v. the United
Kingdom (1998), the Court examined absolute statutory immunities that protected the police
against claims for damages arising from negligence, concluding that the establishment of
automatic and unrestricted immunities that prevent access to the courts to obtain compensation
for damages violates Article 6 of the European Convention on Human Rights (ECHR).

The legal principle established by this judgment is fully applicable to the private sector: a
contractual clause that unrestrictedly excludes the service provider’s civil liability amounts to a
de facto immunity that denies the injured party the right to an effective remedy. Furthermore, in
the case of Stubbings and Others v. the United Kingdom (1996), the ECtHR accepted the validity
of short limitation periods, provided that the restrictions do not strike at the very core of the right,
while the case of Sovtransavto Holding v. Ukraine (2002) emphasised the need for predictability
of decisions and protection against arbitrary decisions.

The Data Act (EU Regulation 2023/2854)

Risk management and the legal and contractual framework governing the provision of IT
infrastructure, cloud-based databases and SaaS$ applications are currently undergoing the most
significant and far-reaching transformation of the last decade, embodied in the ongoing
regulatory intervention within the European Union. Regulation (EU) 2023/2854, publicised as the
Data Act, entered into force at the beginning of 2024 and became applicable from 12 September
2025. The legislation establishes a regulatory framework designed to put an end to technological
constraints (vendor lock-in) by facilitating interoperability, portability and the ability to switch
easily between cloud computing providers.

Historically, the scrutiny of the mandatory nature of unfair terms and the imposition of
sanctions for material imbalance in contracts were predominantly confined to consumer
protection (B2C relationships). It was assumed that B2B commercial contracts were based on a
foundation of negotiating parity, with the parties (companies) being confined to the remedies
provided for under the general law of obligations, within the limits of the Allgemeine
Geschaftsbedingungen (AGBs) or national laws on general contractual terms, and subject to the
fundamental safeguard of public policy. The Data Act subverts this traditional approach in

Europe. Indeed, in Chapter IV, particularly in Article 13, the Regulation innovatively and explicitly
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introduces an ‘abuse test’ and fairness review for contractual terms, designed to address the
asymmetries within the B2B business landscape.

This assessment applies to provisions relating to access to and use of data, as well as - in
an area of real significance for SaaS providers — to clauses determining civil liability, the exclusion
of legal remedies for breach of contract, or the termination of data-related obligations, whenever
such clauses are imposed unilaterally by the dominant party, forcing the other party to accept the
predefined model (take-it-or-leave-it).

This system of control is structured around two distinct levels of restrictions: a ‘blacklist’,
which declares certain provisions to be absolutely void, and a ‘grey list’, which establishes a
presumption of unfairness. Under the first, clauses are automatically deemed null and void. These
include, firstly, provisions that categorically exclude or limit the liability of the provider (generally
the SaaS supplier) for acts resulting from intentional conduct or gross negligence (fraud and gross
negligence).

Secondly, clauses are prohibited which confer on the party that imposed them the exclusive right
to determine whether the data provided complies with the contract, or which grant that party the
unilateral right to interpret any contractual clause at its discretion.

On the other hand, the second list includes clauses that are presumed to be unfair,
although this presumption may be rebutted. This group covers provisions that disproportionately
limit the remedies provided for by law in the event of breach of contract, or that materially restrict
liability for damages in the event of fundamental breaches. It also includes terms that allow the
dominant party to access and exploit the other party’s data in order to seriously harm their
commercial interests, particularly through the disclosure of trade secrets or intellectual property.

Furthermore, the ‘grey list’ considers as unfair any conditions that prevent the other party
from using, accessing, retaining or exploiting the data they have provided or generated during the
term of the contract. Also targeted are clauses that create obstacles to the termination of the
contract with reasonable notice, as well as those that allow the dominant party to terminate the
contract within excessively short timeframes or without serious and compelling grounds.

The implications of these requirements necessitate a mandatory process of overhaul and
thorough review of the drafts of all cloud hosting agreements, cloud licences and related
instruments within the European Union. In other words, the EU legislator has elevated the debate
on liability to a category in its own right: a provider of corporate financial SaaS software, which,
in a standard clause, limits its liability for damages to three months’ worth of the subscribed

licence fee in a scenario where it destroys — by removing all safeguard clauses - the client’s
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accounting records covering a long period, is vulnerable to the possibility that, in the course of a
commercial dispute, the aforementioned exemption may be affected by the presumption of
unfairness under the Data Act, since it has imposed a disproportionate limitation on the remedies
provided for by law.

If the nature of these conditions is challenged, the court or the regulatory supervisory
authority is required to strike out the defective clauses, while maintaining the overall validity of
the contract from which the void part has been removed, under a regime equivalent to that of
conversion or partial nullity (Article 292 of the Civil Code).

This regime applies to future contracts entered into after September 2025, while also being
extended to pre-existing technology contracts (legacy agreements) of long-term duration and
indefinite term, granting, only in the most onerous temporal exceptions, extensions fixed until
2027 or limits extending into the 2030s (namely 11 January 2034, for certain long extensions).

The Data Act appears to have incorporated the French theory of the essential obligation
and merged it into a protective mechanism identical to the protection afforded in cases of
contractual breach arising from wilful misconduct or gross negligence, in the teleological
interpretation advocated by Pinto Monteiro, by assessing the permissible scope of clauses through
the lens of Article 809 of the Civil Code and the Law on General Contractual Clauses, thereby
extending the restriction on unfair terms to the digital economy.

Directly incorporating the most recent developments reported in legal scholarship and
the regulatory discussions within the European Union during the 2025-2026 biennium, the
following relevant local text on the most recent official developments is presented in full below:
The entry into force of the Data Act (Regulation (EU) 2023/2854), which came into effect in
September 2025, and the European Commission’s recent publication of Standard Contractual
Clauses (SCCs) and Model Contract Terms (MCTs) at the end of 2025 have brought about a
profound transformation in the way liability limitation and cloud switching clauses are regulated
in Europe.

Indeed, Article 13 of the Data Act establishes unprecedented control over unfair terms
unilaterally imposed in business-to-business relationships. Clauses that exclude or limit the cloud
provider’s liability for wilful misconduct or gross negligence (serious fault) are now deemed
absolutely void (blacklisted).

In November 2025, the European Commission adopted a set of voluntary standard clauses
aimed at mitigating vendor lock-in and regulating cloud migration, divided into rules on

transition/termination and strict rules on security, service continuity and civil liability in the
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event of failures.

It is also worth noting the official guidance and FAQs published in early 2026, which clarify that
the Data Act’s assessment of unfair terms (Article 13) in mixed contracts is precise and strictly
focused on clauses relating to data (access, use and liability for data loss), and does not affect
aspects relating to general warranties, price or technical specifications.

Furthermore, a new proposal for a Digital Omnibus Regulation presented by the
Commission in late 2025 aims to mitigate overlapping administrative obligations by reducing the
requirements for transitioning from the cloud to customised services and for SMEs with pre-
existing agreements.

Finally, institutional discussions within the EDPB (European Data Protection Board) in
2025 emphasised that the portability promoted by the Data Act must coexist harmoniously with
the protection of personal data, ensuring that facilitating the transition between systems does not
undermine the security obligations imposed on operators.

The Data Act and the GDPR

The relationship between the Data Act and the personal data protection regime under the
GDPR (Regulation (EU) 2016/679) is one of the most complex legal issues of our time. Article 1(5)
of the Data Act enshrines the primacy of the GDPR and Directive 2002/58/EC (e-Privacy) over any
data-sharing rules, stipulating that in the event of a conflict, privacy protection rules shall prevail
without restriction.

However, the operational logic of the two regulations can give rise to real friction. The
right to data portability (Article 20 of the GDPR) and access to data generated by connected
products (Article 4 of the Data Act) frequently clash when it comes to the processing of third
parties’ personal data.

In July 2025, the European Data Protection Board (EDPB) adopted Opinion 4/2025,
commenting on the European Commission’s recommendation on Model Contractual Clauses
(MCCs). The EDPB raised criticisms and issued doctrinal warnings of great relevance to our
research. Firstly, the opinion warns that the standard drafts were drawn up without clearly taking
into account the subjective nature of the ‘user’, who may be a legal person or a natural person.
When the user is a natural person, they qualify as a data subject, thereby triggering the direct
application of the GDPR. The EDPB suggests developing different contractual templates
depending on whether or not the user is the data subject, given their inherent vulnerability.

Secondly, the EDPB strongly recommends that the contractual compensation

mechanisms for data sharing set out in Annexes II and III of the MCTs be strictly limited to the
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use of non-personal data, in accordance with Article 4(13) of the Data Act.

The Board reiterates the fundamental principle that personal data are an emanation of
human personality and cannot be classified as tradeable commodities. Finally, Statement 4/2025
warns that mere contractual compliance with the MCTs of the Data Act does not imply automatic
compliance with the GDPR, and the parties must, in parallel, enter into Data Processing
Agreements and Standard Contractual Clauses (SCCs under Article 46(2)(d) of the GDPR) for
international data transfers if transfers to third countries take place.

The European Data Protection Board (EDPB), in its Statement 4/2025, reinforces this
imperative by warning that the European Commission’s model contractual clauses (MCTs) for
data sharing must not overlook the structural vulnerability and profound power imbalances that
arise in the digital economy.

The EDPB warns companies that mere contractual compliance with the terms of the Data
Act does not create a presumption of compliance with the GDPR. On the contrary, insofar as the
processing involves personal data, the parties remain fully bound to adopt additional safeguards:
the terms of the Data Act do not presume, nor do they serve as a legal basis for data processing
(in particular consent), and the parties must enter into separate data processing agreements
(DPAs) and, in the case of cross-border data flows to third countries, Standard Contractual
Clauses for international data transfers under Article 46(2)(d) of the GDPR.

Even more relevant to the general theory of civil law is the EDPB’s firm call for the financial
compensation schemes for data sharing provided for in the Model Contractual Clauses to be
strictly limited to the use of non-personal data. By reiterating that personal data cannot be
classified as ‘tradeable commodities’, the Board erects an insurmountable dogmatic barrier based
on the principle that digital personality rights are non-transferable. Consequently, any
contractual clause seeking to commercialise personal data or to limit the civil liability of the data
processor (data processor) for damages resulting from security breaches affecting personal data
violates rules of absolute public policy (Article 1(5) of the Data Act and Article 82 of the GDPR),
and is tainted with irremediable nullity under Article 809 of the Portuguese Civil Code.

Germany

The German legal system offers a valuable doctrinal contribution through its rigorous
regime for the scrutiny of General Terms and Conditions (Allgemeine Geschaftsbedingungen -
AGB), regulated in Sections 307 to 309 of the BGB (German Civil Code). In Germany, the Federal
Court of Justice (Bundesgerichtshof - BGH), in its landmark judgement of 15 November 2006

(Case XII ZR 120/04), classified the provision of software via the internet under the SaaS model as
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falling within the legal category of a tenancy agreement (Mietrecht). Under this classification, the
mandatory provision of § 536a of the BGB applies, which imposes strict liability (objective liability,
irrespective of fault) on the provider for any initial defects or shortcomings in the technological
infrastructure.

To circumvent this strict regime, providers resort to including general terms and
conditions (AGBs) that exclude strict liability or limit the amount of compensation. The Federal
Court of Justice (BGH) has held that general terms and conditions seeking to exclude civil liability
for wilful misconduct or gross negligence (grobe Fahrlassigkeit) are null and void, in line with
traditional Portuguese interpretation. With regard to slight fault (simple negligence), the BGB
recognises the validity of limits on compensation for purely financial losses, but subjects them to
the reasonableness test set out in Section 307 of the BGB.

The BGH has established the theory of Kardinalpflichten (cardinal obligations), ruling that
clauses which inappropriately limit liability for breach of duties essential to the economic purpose
of the contract are void because they impose an unreasonable disadvantage on the user. In the
event of data loss caused by simple negligence, the service provider’s liability is validly limited to
the typical costs of recovering the data from the most recent backup which the customer, in
fulfilment of their duty to mitigate damages, should have carried out diligently.

France

French civil law has been the driving force behind the modern doctrine governing the
scrutiny of liability limitation clauses through the theory of the ‘hollowing out’ of the essential
obligation. The starting point for this case law was the landmark Chronopost judgment of 22
October 1996, handed down by the Commercial Chamber of the Cour de Cassation. In that case,
the company Chronopost failed to deliver a tender for a public contract within the agreed 24-hour
deadline and sought to limit civil liability to reimbursement of the transport charge, in accordance
with its general terms and conditions. The Cour de Cassation invalidated the clause, declaring it
‘deemed unwritten’ (réputée non écrite), on the grounds that speed constituted the indisputable
essence of the undertaking entered into, and that the exclusion of compensation therefore
rendered the essential obligation devoid of substance.

This doctrine was subsequently refined in the Faurecia II judgment of 29 June 2010, which
clarified that a limitation of liability clause in a contract for the supply of enterprise resource
planning (ERP) software should only be deemed ‘deemed not to have been written’ if, by virtue of
its amount being manifestly negligible in relation to the damage caused or the value of the

transaction, the clause acts in such a way as to blatantly contradict the seriousness of the
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commitment undertaken, rendering it meaningless. This development in case law culminated in
the legislative enshrinement of Article 1170 of the Code Civil through the 2016 reform, a provision
which stipulates succinctly: ‘toute clause qui prive de sa substance l'obligation essentielle du
débiteur est réputée non écrite’. The application of this provision to SaaS contracts is
straightforward, allowing clauses that limit the liability of the technology provider to negligible
amounts in the event of serious incidents of data loss or prolonged downtime to be regarded as
void.

Spain

Spanish law also follows the European civil law tradition of safeguarding the principle of
synallagma. Although the most robust protection is enshrined in the Ley General para la Defensa
de los Consumidores y Usuarios (TRLGDCU, adopted by Royal Legislative Decree 1/2007), which
renders liability limitations in B2C relationships null and void, case law of the Spanish Supreme
Court has extended the principles of substantive balance of consideration to purely commercial
relationships between businesses (B2B). In the landmark judgement of 3 June 2016 (STS 367/2016),
the Supreme Court ruled that manifestly unbalanced clauses may be set aside on the basis of the
general rules governing the validity of contracts, invoking Article 1256 of the Spanish Civil Code,
which categorically prohibits the performance of a contract from being subject to the sole
discretion of one of the parties.

Furthermore, Spanish legal doctrine draws a distinction of great theoretical value between
‘delimiting clauses’ (which define the physical scope of the risk covered and delimit the main
subject-matter of the contract, and are fully valid) and ‘limiting clauses’ (which reduce or limit
the right to compensation following the occurrence of the risk, and which require express written
acceptance, failing which they are ineffective). In the provision of cloud computing services,
provisions that fully exempt the provider from liability, thereby undermining the economic
purpose of the contract, are deemed invalid, in line with the protection against unfair contract
terms common throughout the European Union.

The United Kingdom

In contrast to the rigidity of civil law, the English common law system adopts a stance of
marked deference to freedom of contract and to the consensual allocation of commercial risk
between businesses. In the commercial sphere (B2B), clauses limiting or excluding liability are
governed by the Unfair Contract Terms Act 1977 (UCTA), legislation which subjects standard

terms included in corporate form contracts to the reasonableness test to assess their procedural
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validity.

A highly illustrative case is the judgment in Watford Electronics Ltd v Sanderson CFL Ltd
(2001), in which the Court of Appeal held that a clause limiting the financial liability of a software
developer to the amount actually paid by the purchaser was valid and reasonable, emphasising
that the two commercial parties had equivalent bargaining power and had knowingly accepted
the risk in exchange for a specified price.

The extraterritorial application of this new model of European contractual justice faces
acute complexities when dealing with third-party common law legal systems, with particular
emphasis on post-Brexit English law. As analysed in Linklaters’ specialist legal commentary, the
determination of whether the unfair terms rules under Article 13 of the Data Act apply to a
contract governed by English law and subject to the jurisdiction of the English courts depends on
the interpretation of the Rome I Regulation as adopted by the United Kingdom (UK Rome I).
Except in exceptional cases where all the relevant elements of the situation are situated in a
Member State of the European Union (Article 3(3) of UK Rome I) or where it is shown that the
rules of the European Regulation constitute overriding mandatory provisions under Article 9(3)
of that same legislation, the parties’ voluntary choice of English law will tend to preclude the
application of Article 13.

Added to this is a notable regulatory conundrum or ‘enforcement gap’ in the text of the
Data Act itself: while Article 40 sets out severe administrative sanctions and fines for breaches of
the IoT portability obligations laid down in Chapters II and III, the regulation is entirely silent on
the application of administrative sanctions for infringements of the B2B unfair terms control
provisions of Article 13 (Chapter IV).

The contractual invalidity of unfair terms imposed in the cloud is thus entirely dependent
on companies’ willingness to pursue private litigation in national courts (Article 13(1)). This
absence of direct public oversight transfers to the national court the exclusive role of ensuring,
through civil nullity, the integrity of the common digital market, which confers greater doctrinal
significance on the judicial review of frivolous restrictive terms.

However, English case law establishes strict and insurmountable limits based on good
faith: wilful misconduct and fraudulent misrepresentation. In the famous case of BSkyB Ltd v HP
Enterprise Services UK Ltd (2010), heard by the Technology and Construction Courts, the court
considered a dispute concerning the faulty implementation of a CRM system. The supplier sought
to invoke the contractual liability cap, but the court concluded that the supplier’s sales team had

made fraudulent pre-contractual misrepresentations in order to secure the contract. Under the
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classic maxim ‘fraud unravels all’, the court set aside the liability cap, ordering HP to pay
substantial damages and demonstrating that pre-contractual fraud precludes the application of
any contractual protection.

The United States of America

In the United States, the allocation of risks is governed by an eminently economic
perspective of freedom of contract. However, the US system enshrines mechanisms to control
contractual abuses. The main legal principle is the doctrine of unconscionability, codified in
Section 2-302 of the Uniform Commercial Code (UCC) and in Section 208 of the Restatement
(Second) of Contracts. To set aside a clause on this ground, the courts require both procedural
unconscionability (focusing on unequal power, surprises and lack of consent in the pre-
contractual phase) and substantive unconscionability (focusing on the oppressive and unfair
imbalance of the substantive obligations themselves).

Section 2-719 of the UCC governs the contractual limitation of remedies and damages in
the sale of goods. The provision stipulates that the parties may agree on monetary limits, but
provides that if the contractual limitation materially deprives one of the parties of any effective
remedy for breach, the clause is deemed to have failed its essential purpose and is set aside by the
court to make way for the general rules of full compensation. Furthermore, disclaimers of liability
relating to medical negligence or public utility services are invalidated on grounds of public policy,
in accordance with the landmark judgment in Tunkl v. Regents of the University of California
(1963).

In the current landscape of digital platforms and SaaS, clauses limiting consequential
damages and implied warranties contained in electronic contracts (clickwrap agreements) are, in
principle, accepted by the courts where purely commercial financial losses are at issue, as
illustrated in the case of Diedrich v. Wolters Kluwer (2024).

However, US higher courts have imposed new limits in cases involving serious
misconduct. In the April 2025 judgement handed down by the California Supreme Court (New
England Country Foods, LLC v. VanLaw Food Products, Inc.), it was established that section 1668
of the California Civil Code prohibits the application of liability limitation clauses where
intentional torts or intellectual property theft are involved. Meanwhile, in the judgement in
Travelers Casualty and Surety Company of America v. Blackbaud, Inc. (2025), the Delaware
Supreme Court overturned the dismissal of a case, allowing insurers to proceed with claims for
millions in damages against a SaaS provider following a ransomware attack, thereby nullifying

defences based on derisory liability caps and redefining commercial cybersecurity obligations.
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Restrictions in Switzerland and Brazil

From a comparative law perspective, the legal doctrines of Switzerland and Brazil should
not be overlooked. Under Swiss law, the exclusion of liability for bodily injury is considered
absolutely void. Furthermore, under the proposals for doctrinal revision put forward by Gilles
Petitpierre, it is argued that agreements which leave an essential duty without a corresponding
material right to compensation are invalid.

In Brazil, the Civil Code (Articles 393 and 448) enshrines the possibility for the parties to
contractually extend the limits of their liability in cases of unforeseeable events or force majeure.
In Brazilian commercial case law (B2B), the Superior Court of Justice (STJ), in a recent judgement
of 2024 (REsp 19892091), confirmed the full validity of liability limitation clauses freely agreed
between sophisticated multinational companies, in the absence of proof of fraud or a breach of
inalienable rights, prioritising private autonomy and legal certainty in the allocation of market
risks.

Relevant bibliography for Chapter VII

Court of Justice of the European Union, Judgment of 28 July 2016, Verein fiir
Konsumenteninformation v Amazon EU Sarl, Case C-191/15, available at curia.europa.eu.

European Data Protection Board (EDPB), Opinion 4/2025 on the European Commission’s
Recommendation on draft non-binding model contractual terms on data sharing under the Data
Act, adopted on 8 July 2025.

Cour de Cassation, Commercial Chamber, Chronopost judgment of 22 October 1996, No. 93-18.632,
declaring null and void any limiting clause that renders the essential obligation devoid of substance.
See also the Faurecia Il judgment of 29 June 2010.

Supreme Court of California, New England Country Foods, LLC v. VanLaw Food Products, Inc.,
decided in April 2025 (Ref: 5282968).

Case law of the CJEU - Judgments in Kdsler (C-26/13) (replacement by a supplementary provision),
Banco Primus (C-421/14) (ex officio review) and Pannon (C-243/08) (vulnerability of the adhering
party).

UFEX judgment (T-60/05).

Case law of the European Court of Human Rights (ECHR): Osman v. United Kingdom (1998) (de
facto immunities and Article 6 of the ECHR), Stubbings v. United Kingdom (1996) (limitation
periods) and Sovtransavto Holding v. Ukraine (2002) (legal certainty and good faith).

Regulation (EU) 2023/2854 (Data Act) and the GDPR (Regulation (EU) 2016/679).

Germany: Judgment of the Federal Court of Justice (BGH) of 15 November 2006 (SaaS as a lease and
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the regime under Section 536a of the German Civil Code (BGB) - Case XII ZR 120/04).

Spain: Supreme Court judgment of 3 June 2016 (STS 367/2016 - unfair terms and limits in a B2B
context).

United Kingdom: Watford Electronics v Sanderson (2001 — UCTA and the reasonableness test) and
BSkyB v HP (EDS) (2010 - pre-contractual fraudulent misrepresentation).

USA: Tunkl v. Regents of the University of California (1963 - public policy), Diedrich v. Wolters
Kluwer (2024 — unconscionability in SaaS), and Travelers v. Blackbaud (Delaware .

Brazil / Switzerland: REsp 1989291 (Brazilian ST] 2024) and the doctrinal studies by Gilles Petitpierre

in Switzerland.
VIII - Conclusions

The analysis of civil liability limitation clauses in cloud computing and Saa$ contracts will
require an in-depth examination of their legal nature and the definition of the limits of their
validity. Although the term fiability exclusion clause’ is the subject of persistent doctrinal
criticism based on the technical impossibility of eliminating liability in the abstract, we have
chosen it as a structural element of this section because it has the potential to cover not only cases
relating to the monetary quantification of the amount of compensation, but also because it
indirectly refers to all other remedies available to the aggrieved creditor in the event of the
debtor’s breach.

In weighing up the criteria for assessing the validity of these agreements within the
context of technology-related contracts, it seems to us that the most comprehensive and
ambitious approach consists of combining the penalty of nullity under Article 809 with the
symmetry of judicial review under Article 812 of the Civil Code. The argument is no longer merely
about what the parties cannot do, but rather about what the judge must do.

We therefore propose a general theory of judicial review of modifications to contractual
civil liability, based on reducing the excessiveness of the penalty clause to prevent the creditor’s
unjust enrichment (Article 812) and, symmetrically, by disregarding derisory limitations to
prevent the unjust erosion of the injured party’s right to a claim (Article 809), with direct reference
to the requirements of objective good faith and commutative justice.

If the limitation of liability reduces civil compensation to merely symbolic amounts, it
amounts to a disguised or masked exclusion of liability and is therefore void. The concept of a
derisory limitation clause enables the court to determine when the setting of a financial cap ceases

to constitute a legitimate tool for managing operational risks and instead becomes a form of abuse
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of rights (Article 334 of the Civil Code). It is proposed that, in the face of a derisory limitation of
liability imposed in a standard form SaaS or Cloud contract, the judge should have substantial
discretion to restore the balance of the contractual relationship, using the same criteria of
proportionality and reasonableness that underpin the power to reduce excessive penalties,
thereby preventing private autonomy from undermining the ethical and social function of
contractual liability.

To this end, the court will draw upon a structured set of review criteria designed to provide
predictability and legal certainty to digital transactions, assessing: (i) the existence of a significant
imbalance between the agreed cap and the actual damage suffered; (ii) the nature of the breached
obligation, distinguishing between economic obligations and those affecting physical integrity or
fundamental digital personality rights; (iii) the parties’ bargaining parity and their ability to
influence the terms of the contract; (iv) the level of transparency and communication during the
pre-contractual phase; (v) the existence of adequate civil liability insurance cover; and (vi) the
legitimate purpose of the limitation clause in light of the risks inherent in the activity.

Relevant bibliography for Chapter VIII

Court of Justice of the European Union, Judgment in Mohamed Aziz v. Caixa d’Estalvis de Catalunya,
Case C-415/11, at curia.europa.eu.

Judgment of 30 April 2014, Arpdd Kdsler and Hajnalka Kdslerné Rdbai v OTP Jelzdloghank Zrt, Case
C-26/13, ECLI:EU:C:2014:282.
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